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Introducing OPNFV SFC with a simple Use Case: Parental Control
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OPNFV SFC deployment illustrated -'se
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SFC Use Cases

> Service Chaining with GiLAN
> vCPE and Service Chaining
> |nter-Data Center Service Chaining
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SFC Use Case: Service Chaining with GiLAN
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SFC Use Case: vCPE and Service Chaining
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SFC Use Case: Inter Data Center Service Chaining
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Status and Plans

> Current Status
> Coming in OPNFV SFC Euphrates
> (Gaps to work in Nirvana Stack
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Current status of OPNFV SFC ‘-‘ 4

OPNFV SFC Danube 2.0 (latest release)

OPNFV SFC uses OpenDaylight Boron SR2: Netvirt and SFC

Using a branched version of OVS 2.6 with NSH
o  https://github.com/yyang13/ovs_nsh_patches.qgit
e Tacker used as VNF Manager and Orchestration
o Using a branched version of Tacker: https://github.com/trozet/tacker
o Manages VMs via OpenStack
o  Orchestrates ODL SFC and Netvirt classifier config via ODL RESTconf northbound
e ODL SFC
o  Currently only uses OVS in OPNFV
o ODL SFC already works with FD.io VPP, but they’re not integrated in OPNFV yet
e ODL Netvirt
o  Currently using Netvirt as the Openstack Neutron backend to manage VM networking
o  Currently using the Netvirt SFC classifier
e Openflow Application Coexistence
o  ODL SFC and Netvirt coordinate Openflow table usage to avoid conflicts

.



Coming in OPNFV SFC Euphrates >

()

e Integration with OPNFV Fast Data Stacks project
o  OPNFV Fast Data Stacks integrates FD.io VPP with Openstack
o  We started this integration in OPNFV Danube and will finish in Euphrates

e Coming with OpenDaylight Carbon

o Start using Group Based Policy (GBP)
m  GBP will be used as the SFC classifier
m  GBP also implements Openstack Neutron backend to manage VM networking

o  Continue using Netvirt
m  Switch to the New-Netvirt

o Start using Genius

m  Provides common set of networking utilities
m  Provide enhanced project integration with improved application coexistence
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What's left for SFC to work with the Nirvana stack?

% Complete the OPNFV Euphrates integration work
> Integrate OPNFV SFC with OPNFV Fast Data Stacks
> |Integrate ODL GBP into OPNFV SFC as an additional neutron backend and classifier

% Add support for additional ODL SFC use cases

> Advanced Service Function handling
m Scale in/out, failover, load balancing, bump in the wire

> BGP and Dynamic routing based Service Chaining
m https://tools.ietf.org/html/draft-ietf-bess-service-chaining-02#section-2.5
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SFC - VPP integration
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ODL SFC Integration with VPP
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ODL SFC and VPP Integration Architecture
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FD.io's NSH_SFC Plugin Internals

e Typical NSH packet processed by VPP and NSH_SFC plugin
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Evolving NSH_SFC Features

¥" Service Function Forwarder
¥ Plugin framework in VPP and HC
v" Integration with ODL SFC

¥ NSH-aware SFs by collocating Proxy and
SF (e.g. SNAT)
¥ Initial MD Type 2 support
¥ 10AM over NSH
¥ CSIT enabling (functional)

17.01

=

¥" NSH Classifier Under development .......

¥ NSH Proxy v Enable Eth and Geneve as NSH
¥ Integration test with HC and ODL transports
¥ Performance optimization
¥ Performance automation test
¥ Real NSH-aware VNF by enabling
NSH_SFC to pass per-packet metadata to

* OPENDAYLIGHT real SF (stretch goal)
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Appendix: SFC Use Case: Branching and Reclassification

Branching:
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Appendix: vCPE Background
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Appendix: Service Chaining Encapsulation
Network Service Headers
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Appendix: SFC with NSH

Outer Outer Outer VxLAN NSH Inner Inner Pavioad
Ethhdr l Phdr JubPhdr] GPE Ethhdr B IP hdr y
Example: NSH encapsulated in VXLAN-GPE/ \

Network Services Header
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The Service Chain ID The hop in the
NSH Base Header Service Chain
Service Path (24 bit) / Index
Optional Metadata
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Appendix: SFC classification alternatives

° Map&lng]Subscrlber/_Tenant traffic to service chains
o atCh on the subscriber/tenant traffic =~
m typically matches on some combination of the packet’s 5-tuple . .
o Encapsulate packets with NSH Headers that correspond to a particular Service Chain

e Classifiers available in ODL today

o Groul_:p Based Policy _ _
u ndPomts, are grouped th(T;ether into an EndPoint Group
m  Apply actions between different End Point Groups

m An action can be to send the packets to SFC

o Netvirt _ o _
u ]Ic:’rlr{}ﬁ/lry role is to be an OpenStack Neutron backend, thus configuring all networking
or VMs
m Classification rules can be very easily added to send specific VM traffic to SFC
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Appendix: Device Under Test




Appendix: NSH_SFC Performance in 17.01
Release
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Appendix: NSH_SFC Performance Analysis
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Appendix: VPP and DPDK-netdev OVS VxLAN Test Setup
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17.01 to
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